
FINANCIALINDUSTRYREGULATORYAUTHORrrY
OFACCEFrANCE, WAIVER AND CONSENT
NO. 20130358229-01

TO: Dgi,m lu tent of Ma?i?et Regulation
Fin?nr4*1 Industry Regulatory Authority (UFINRA'?

REI Mmill Lynch, Pierce, Fenn? & Smith Incorporated, Respond?t
Broker-Dealer
CRD No. 7691

Purmant to FINRA Rule 9216?ofFIKRA's Code of Procedure, MerriTI Lynch, Pierce, Bernier &
Smith Tn. -= ..yu? ?tal (the ?firm" or ?Respondent") submits this Letter of Acceptance, Waiver and
Consent ("AWC") for the pmpose ofproposing a settlement ofthe allegedrole violations
described below. This AWC is submitted. onthe condition that, if acccFted, FINRA will not
bring any future actions against Respondent alleging violations basod on the same factual
finrlin?f desclibedherein.

L

ACCEFrANCEAND CONSENT

A. Rcspondent hereby accepts and consents, with0Ut admitting or denying the findings, and
solely for the purposes of this proceeding and any other proceeding brought by or on
behalf of FINRA, or to which FINRA is a party, prior to ahearing and without an
adjudica?on ofany issue oflaw orfact? to theen?yofthefbllowing ?ndingsby FINRA:

-?CK??OUND

The fimt became a member ofFINRA on Janzmry 26, 1937, and its registration remains

in effect.

R?.?.VANT ?ISCPLINARY H[STORY

On Jime 4, 2014, the firm finaHzed an AWC for, mnnng other things, violations of SEC
Rule 17a-4 committed dming the review pe?od of Mmch 2006 tbrough January 2014.
The finn was censored andfined atotal of $1 million.

On January 7, 2014, the finn finalized an AWC for, *mnng other things, violations of
SEC Rule 17a-4 andNASD Rule 3110 ? tted dz?ing the review period of Ap?l 1,

2006 through December 31,2010. The firm was censured and lined a total of$45,000.

On November 18,2013, the finn fin?li?P?d anAWC fbr, among otherthings, violations of
FINRA R??le 7450 committed dining the trade dates of July 1, 2009 and July 2,2009.
The finn was censured and fined a total of $35,000 of which $10,000 was for violating
FINRA Rule 7450.
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On October 24,2013, the firm finalized an AWC for, among other things, violations of
F?NRA Rules 7230A and 7450, and NASD Rule 3010 committed during various review
periods between July 2008 and August 2011. The firm was censured and fined a total of
$85,000 ofwhich $22,500 was for violating FINRA Rule 7450, $15,000 was for violating
FINRA Rule 7230A, and $10,000 was for supervision violations.

On April 8, 2013, the firm fingliz?d an AWC for, among other things, violations of SEC
Rule 10b-10 committed duringthe reviewperiod ofMarch 2010 Brough March 2011.
The fhm was censured and fined a total of$65,000.

On March 4, 2013, the - 7, : '?. .J an AWC for, among other things, violations of
FINRA Rules 7230A and 7450 committed dming various review periods between July
2008 and May 2011. Thefinnwas censured andfined atotal of$150,000 ofwhich
$30,000 was for violating FlNRA Rule 7230A and $65,000 was for violating FINRA
Rule 7450.

On December 12, 2012, the firm finalized an AWC for, among other things, violations of
FINRA Rule 7230A committed during the review periods of April 2007 through June
2007, October 2008 through December 2008, and January 2008 through February 2010.
The frm was censured and fined a total of $265,000 of which $245,000 was for violating
FINRA Rule 723 OA.

On June 21, 2012, the fum finalized an AWC for, among other things, violations of SEC
Rules 17a-3, 17a-4 and 10b-10 committed during the review periods ofApril 2003
through December 201 1, July 2006 through. Apri12008, 1992 through June 2011,2007
through 2010, October 2001 through March 31,2010, and August 2004 through June
2010. The firm wascensured and fined a total of $2.8 million.

SUMMARY

1. In MatterNos. 20130358229 and 20140399379,  the Trading and Financial
Compliance r : ''.,at? on (??TFCE'? Group ofthe Department ofMarket Regulation
(the 'TFCE staff') reviewed the trading activity of the Erm for trade dates July 16
and 17, 2013 and August 13, 2014, respectively. In the course ofits examination and

a subsequent investigation by the Legal Section staffofthe Department of Market
Regulation ('DMR"),the DMR staffidentified a number ofsystemic issues
concerning the finn's tm(le reporting, Order Audit Trail System (?OATS'? reporting,
books and records and supervision. These findings resulted in the violation of SEC
and FIt?RA rules, as set forth below.

Trade and OATS Reporting

2. FINRA uses trade reporting and OATS data as an integral part ofits automated
market surveillance program to detect manipulative activity and other potential
violations ofFINRA rules and the federal securities laws. The transmission of
inaccurate or incomplete trade reports or reportable order events ("ROEs'D can
hamper FINRA's ability to detect potentially violative conduct and/or create false
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positive alerts requiring the expenditure ofunnecessary resources to resolve the alerts.

Moreover, these failures also cause the mldit trail to be inaccurate.

3. During the review periods detailed below, the fum submitted to the FlNRA/Nasdaq
Trade Reporting FaciHty (WIRFD millions ofinaccurate trades in which pui?hases

were reported as principal sales and agency crosses. The firm also submitted millions
oftrades it was not required to submit.

4. During the review periods below, the firm also submitted milHons ofinaccurate or
incomplete ROEs to OATS including the submission ofNew Orders with
inaccurately placed cancel stamps, New Order reports for modifcations of existing
orders, broker-dealer orders reported as customer orders, inaccurate Good Till Time
(?'GTT') Time In Force design?ons, and intermarket sweeps orders ('?ISOs")

without the required ISO special h?ndlingcode. The ftnn also failed to report
millions of execution reports to OATS.

Books and Records

5. FINRA relies on the accuracy of a firm's books and records in order to properly
conduct its surveillance ofbrokers and dealers. These records ensure that FINRA has

access to certain basic information about securities transactions to allow for the
adequate policing ofthe securities markets. Faihim to capture and maintain accurate
books and records adversely and materially affects FINRA's ability to sun,eil the
securities markets and monitor member fiml.S' compli?ce with securities rules and
regulations.

6. During the review periods detailed below, the frm failed to capttire the minimum
qu?tity ('?VIQT') special handling instructions on millions of order tickets which are
used for transactions that should be canceled if a speci??ed minimum quantity cannot
be execute(L The finn also recorded incorrect receipt and route timestamps on
millions of order tickets.

Supervision

7. During the review periods detailed below, the firm's written supervisory procedures
??WSPsD were not reasonably designed to ensure compliance with FINRA's trade
and OATS reporting rules, customer co ' ation rules, and the books and records
requirements in SEC Rule 17a-3.

8. The firm' s WSPs required supervision of a number ofmodifiers but failed to call for
a supervisory review of the.RX modifier which concern transactions reported for
regulatory lransaction fees.

9. The firm's OATS reporting WSPs required the review ofa small number ofOATS
reports on a monthly basis to ensure the accuracy of such reports. Given the volume
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ofthe firm's OATS reporting obligations, the scope ofthe firm's WSPs was not
reasonably designed t*) captl?e and id? t ? any reporting problems.

10. The firm's books and records, customer co ? ?ations and OATS WSPs required the
review of a small mimber ofbooks and. records and customer confirmations on a
monthly basis to ensure the accuracy of such records. Given the volume ofthe firm's
books and records, customer cor - rt ons and OATS reporting obligations, the

scope ofthe firm's WSPs was not reasonably designed to capture and identif?r the

accuracy ofsuch records.

FACTS AND VIOLATNE CONDUCT

11. In matters 20130358229 and 20140399379,  the TFCE stafffound the following
systemic failures at the fiml.

Trade Reporting:

12. Between May 2010 and April 2014 a system con?guration en?or caused an
implementation inconsistency between the firm's internal alternative trading system
('?ATS") and its trade reporting engine which misinterpre?ed certain custom tags that
communicated the firm's/customers' capacity. This error caused the f?rm to report
20,041,738 trades inaccurately to the FINRA TRF. Specifically, the finn (i) reported
purchases as principal sales, (iD reported agency crosses as principal transactions, (iii)
reported purchases as principal short sales, and (iv) reported trades to the TRF that

were not required to be reported. Additionally, between January 2012 and April
2014, the firm failed to correctly con?gure certain MPID flags causing the firm to fail
to report such contra-side MPIDs on approximately  8,739,712 trade reports. The
conduct described in this paragraph constitutes sepamte and distinct violations of
FINRA Rule 7230A.

OATS:

13. Between approi?:--*-ly January 2011 and October 2014, the fum failed to report
execution reports for trades executed by a particular desk. The staff sampled the
finn's OATS reporting between October 1, 2014 and October 24, 2014. During this
period, the firm failed to report approximately 67,046 execution reports. Based on
this sampling, it was estimated that thefim failed to report approximately 2.4 million
execution reports to OATS between January 201 1 and October 2014.

14. Between approximately January 2013 and August 2015, the finn'S OATS reporting
vendor inaccurately appended the cancel timestamp to New Order reports, indicating
a full cancelation, where such orders were residual share amount cancellations. The
staff sampled the finn's OATS reporting between August 3, 2015 and August 17,
2015. During this period, the firm incorrectly appended the cancel timestamp on
approximately 2.95 million ROEs. Based on this sampling, it was estimated that the
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finn reported approximately 153 million inaccurate ROEs to OATS between January

2013 and August 2015.

15. Between approximately March 2011 and October 2015, a component in the firm's
order management system incorrectly translated a re-opening of an order as a New
Order event and caused the firm to inaccurately report New Order reports to OATS.
The staff sampled the firm's OATS reporting between August 3, 2015 and August 17,

2015. During this period, the firm inaccurately reported 1,150 New Order reports to
OATS. Based on this sampling, it was estimated that the firm reported appro 'atcly
119,600 inaccurate ROEs to OATS between March 2011 and October 2015.

16. Between approximately Janumy 2013 and June 17, 2015, the firm failed to accurately
configure a client profile which caused the firm to report broker-dealer orders as

customer orders. The staff sampled the firm's OATS reporting between June 1,2015
through Jtme 16,2015. During this period, the fnn incorrectly reported 16.42

million broker-dealer orders as customer orders. Based on this sampling, it was
estimated that the firm reported appro?,;-?+-ly 985.2 million inaccurate ROEs to
OATS between Janua?y 2013 and Jme 2015.

17. Between approximately January 2,2014 and October 16, 2014, the firm's OATS
reporting vendor referenced the wrong field for OATS reporting causing inaccurate
??Time In Force" tags to be reported- The staff sampled the fhm's OATS reporting
between October 1,2014 and October 16,2014. During this period, the finn reported
inaccurate "Time In Force" tags on approximately 6 million ROEs. Based on this
sampling, it was estimated thatthefirm reported approximately 102 million
inaccurate ROEs to OATS between January 2, 2014 and October 16, 2014.

18. Between approximately Febmag 1 1,2014 and January 30,2015, the firm failed to
report certain trades as intermarket sweeps orders ("ISOs'D. The staff sampled the
finn's OATS reporting for the period ofJanuary 2015. During this period, the firm
failed to report approximately 356,000 trades as ISOs to OATS. Based on this
sampling, it was estimated that the firm reported approximately 8.9 million inaccurate
ROEs to OATS between February 11, 2014 and January 30, 2015.

19. The conduct described in paragraphs 13 through 18 constitutes separate and distinct
violations ofFINRA Rule 7450.

Books and Records:

20. During the period of at least January 2013 through August 21, 2015, the firm failed to
record on the firm's order records MQT special handling instmctions. This error
impacted appro..:-0+-ly 120.1 million order records duringthe frst half of August
2015. Based on this sampling, it was estimated that approximately 720 million
records were affected throughout the period.

21. During the period ofapproximately January 2, 2013 through October 16,2014,
certain firm orders contained incorrect receipt and route timestamps between the
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pe?od of Jamlary 2, 2013 through October 16, 2014. The error impacted
approximately 6 million orders d? ?,? the first halfofOctober 2014. Based onthis
sampling, it was estimated that approximately  102 million records were affected
throughout the period.

22. The conduct described in pamgraphs 20 and 21 constitutes separate and distinct
violations ofSection 17 ofthe Securities Exchange Act of 1934 (??Exchange Act'D,
SEC Rule 17a-3, and FINRA Rules 4511 and 2010.

Supervision:

23. Between May 2010 and October 2015, the fhm's supervisory system, including its
WSPs, did not provide for supervision reasonably designed to achieve compliance
with respect to certain applicable securities laws and regulations, and/or Rules of
FINRA and SEC, with respect to OATS, books and records, customer confim?ations
and trade reporting. As described above, the scope ofthe fhm's review with respect
to OATS, books and records and customer confirmations was not reasonably
designed to ensure the accuracy ofsuch records given the volume ofthe firm's
reporting and books and records obligations.

24. On July 16 and 17,2013, as described above, the firm's trade reporting WSPs, which
failed to call for a supervisory review of.RX modifiers, were not reasonably designed

to ensure the accuracy oflrade reports which included RX modifiers.

25. The conduct described in the para?aphs above constitutes separate and distinct
violations ofNASD Rule 3010 (for conduct that occurred before D---1- 1,2014),
FlNKA Rule 3110 (for conduct that occurred on or after December 1, 2014) and
FINRA Rule 2010.

In addition to the issues described above, the staff also foimd the following violations:

20130358229

26. On trade dates July 16 and 17, 2013, the finn: (D incorrectly reported a trade as an
exercise of an over4he-counter (''OTC") option; (H) in 9 instances incorrectly
reported a step-out transaction with a principal capacity for an agency trade; and
Cii) in 1 instance incorrectly reported a trade to the TRF as a buy where the frm's
order records indicate it was a principal short sale transaction. The conduct described
in this paragraph constitutes separate and distinct violations ofFINRA Rule 7230A.

27. On trade dates July 16 and 17, 2013, the fhm: (i) in 5 instances inaccurately
submitted special handling code delivery instmctions "CSH" to OATS; (iD in 2
instances failed to submit information to OATS for a reportable event; (iii) in 2
instances submitted inaccurate special handHng code information to OATS for a
proprietary finn order; (iv)in 1 instance submitted an inaccurate account type code
and an inaccurate order origination code to OATS; and (v) in 1 instance failed to
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submit execution information to OATS. The conduct described in this paragraph
constitutes sep?ate and distinct violations ofF1NRA Rule 7450.

28. On trade dates July 16 and 17, 2013, in 541 instances, the fhm inaccurately provided
written notifications to its customers that transactions executed as a single execution

were executed at an average price. The conduct described in this paragraph
constitutes separate and distinct violations ofSection 10 ofthe Exchange Act, SEC
R?le 10b-10 and FiNRA Rule 2232.

29. For the month ofMay 2013, the finn made availablea report on the covered orders in
national market system securities that it received for execution from any person. This
report included incorrect infomlation as to canceled shares. The conduct described in
this paragraph constitutes separateand distinct violations of SEC Rule 605 of
Regulation NMS ('?SEC Rule 6057.

20140399379

30. Ontrade date August 13,2014: (i) in l instance the frm reported an incorrect cancel

timeto OATS; (Hi) in 1 instance the fhm incorrectly submitted a NW mport when a
CR was required and erroneously appended an IOC special handling instnlction;
?iiD in l instance the film f?tiled 1D submit a RT report to OATS; and Ov) in 1 instance
the fhm reported an inco?rect desk share quantity to OATS. The conduct described in
this paragraph constitutes sepamte and distinct violations of FINRA Rule 7450.

31. On trade date August 13, 2014: (i)in l instance the fhm failed to provide data
regarding certain routes to Nasdaq and desk special handling codes reported to
OATS; (ii) in 1 instance the finn rccoIded an inaccurate order route time; (iii) in 1

instance the frm's order record did not include the PEG and DLO special handling
instructions reported to OATS; (iv) in 2 instances the fum's order records did not
support the usage ofthe MQT special hm,rlling code reported to OATS and the Order
Received Times ofthe cancel/replace events and the final cancel event reported to
OATS did not coincide with the order records; (v)in l instance the volume routed
and the time reported for the CR and subsequent RT events did not coincide with the
order records; (vD in 2 instances the finn failed to memorialize the 'Good Til Time';
and (vii) in 5 instances, the finn failed to provide a complete and accurate trading
ledger with respect to Nasdaq OMX PSX Order Entries. The conduct described in
this paragraph constitutes separate and distinct violations of Section 17 ofthe
Exchange Act, SEC Rules 17a-3, 17a-4 and FlNRA Rule 4511.

B. Respondent also consents to the imposition ofthe following sanctions:

A censure, a fine of $2,800,000 (consisting of a $360,000 fine for violating F?NKA
Rule 7230A, a $360,000 fine for violating FIKRA Rule 7450, a $10,000 fine for
violating SEC Rule 10b-10 and FINRA Rule 2232, a $620,000 fine for the
supervision violations and a $1,450,000 fne for the SEC Rule 605 and books and
records violations), and an undertaking to revise the fhm's WSPs with respect to the
areas described in paragraphs I.A.23 and I.A.24. Within 60 business days of
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acceptance ofthis AWC by the National Adjudicatory Council C?ACD, a member

of senior mAnAgement ofthe Respondent shall submit to the COMPLIANCE
ASSISTANT, LEGAL SECTION, MARKET REGULATTON DEPARTMENT,
9509 KEY WEST AVENUE, ROCKVI?,T.E, MD 20850, asigned, dated letter, or an
e-mail from a work-related account ofthe member ofsenior rn AnA gement to
MarketRegulationComp(CF  ?erg, providing the following information: (1) a
reference to this matter; (2) a representation that the firm has revised its WSPs to
address the deficiencies described in this paragraph; and (3) the date the revised
procedures were implemented.

Respondent agrees to pay the monetaiy sanction(s) upon notice that this AWC has been
accepted and that such payment(s) are due and payable. It has submitted an Election of
Payment foIm showing the method by which it proposes to pay the fine imposed.

Respondent specifically and voluntarily waives any right to claim that it is unable to pay,
now or at any time hereafter, the monetary sanction(s) imposed in this matber.

The sanctions imposed herein shall be effective on a date set by FlNRA staff.

IL

WAIVER OF PROCEDURAL RIGHTS

Respondent specifically and vohmtarily waives the following rights granted under FINRA's
Code ofProcedure:

A To have a Complaint issued specifying the allegations against the firm;

B. To be notified ofthe Complaint and have the opportunity to answer the allegations in
writingi

C. To defend against the allegations in a disciplinary hearing before a hearing panel, to have

a written record ofthe hearing made and to have a written decision issued; and

D. To appeal any such decision to the NAC and then to the U.S. Securities and Exchange
Commission and a U.S. Court ofAppeals.

Further, Respondent speci??cally and voluntarily waives any right to claim bias or prejudgment
ofthe ChiefLegal Officer, the NAC, or any member ofthe NAC, in connection with such
person's or body's participation in discussions regarding the terms and conditions ofthis AWC,

or other consideration of this AWC, including acceptance or rejection of this AWC.

Respondent further specifically and voluntarily waives any right to claim that a person violated
the ex parte prohibitions ofFINRA Rule 9143 or the separation offunctions prohibitions of
FINRA Rule 9144, in connection with such person's or body's participation in discussions
regarding the terms and conditions ofthis AWC, or other consideration ofthis AWC, including
its acceptance or rej ection.
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I[L

Oi?iER MATTERS

Respondent understands that

A. Submission ofthis AWC is voluntaiy and will not resolve this matter unless and ?mtil it
has been reviewed and accepted by the NAC, a Review Subcommittee ofthe NAC, or the
Office ofDisciplinary Affairs (?ODA"), pursuant to FINRA Rule 9216;

B. If this AWC is not accep?ed, its submission will not be used as evidence to prove any of
the allegations against Respondent; and.

C. Ifaccepted:

1. this AWC will become part ofthe firm's permanent disciplinary record and may
be considered in any future actions brought by FINRA or any other regulator
against the irm;

2. this AWC will be made available through Ptl\RA's public disclosure program in
accordance with FINRA Rule 8313;

3. FINRAmaymake a public announcement concerning this agreement and the
subject matter thereofin accordance with FIKRA Rule 8313 ; and

4. Respondent may not take any action or make or pem?it to be made any public
statement, including in regulatory flings or otherwise, denying, directly or
indirectly, any finding in this AWC or create the impression that the AWC is
without factual basis. Respondent may not take any position in any proceeding
brought by or on behalf'ofFINRA, or to which FINRA is a party, that is
inconsistent with any part ofthis AWC. Nothing in this provision affects the
finn's: 0) testimonial obligations; or rti't right to take legal or factual positions in
litigation or other legal proceedings in which FINRA is not a party.

D. Respondent may attach a Corrective Action Statement to this AWC that is a statement of
demonstrable corrective steps taken to prevent future misconduct The fnn understands
that it may not deny the charges or make any statement that is inconsistent with the AWC
in this Statement This Statement does not constitute factual or legal findings by FINRA,
nor does it reflect the views ofFINRA or its staff.
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The undetsigne? on behalfofthe fimt, cer?lfies thai a person duly authorized to act on its behalf
has read and understands all ofthe pmvislons of this AWC and has been given a Bll opportunity
to ask questions about 14 that it has agreed to the AWC?s provisions voluntarily; and that no
off?r. threat, induoement, orp?omise of any kind. otherthan the tmns setfbrth hm?lnandthe
Bo?pea of avoiding the issuance ofa Complaint. has beer? made to induce the firm to submit it

09130116
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Merrill Lynch, Pierce, Fenner & Smith
lncorporated
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